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Abstract. Airport security is a vital component in maintaining the stability of air transportation 

systems. Although scanning technologies and access control systems have significantly 

advanced, the potential threat posed by internal actors remains an unresolved vulnerability. 

This study aims to examine the feasibility of integrating artificial intelligence (AI) technologies 

to detect threat intentions through gesture and body temperature analysis, with a specific focus 

on the apron zone a highly vulnerable area of the airport. Utilizing a hypothetical scenario 

based on the Red Team method, this study maps potential breach pathways conducted by 

individuals with authorized access. The findings suggest that the integration of computer 

vision, thermal imaging, and behavioral profiling has the potential to identify anomalous 

behaviors indicative of malicious intent. This research highlights the importance of combining 

technological approaches with human-centered security strategies to develop a more adaptive 

and accurate predictive security system. 
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1. INTRODUCTION 

Modern airport security systems play a crucial role in ensuring the smooth operation of 

civil aviation and preventing threats to national safety. Over the past few decades, various 

incidents involving intrusions, sabotage, and internal negligence have revealed the limitations 

of conventional technologies such as X-ray scanners, metal detectors, and card-based access 

control systems in detecting covert malicious intent. 

The apron zone, as one of the most critical points within the airport environment, is a 

restricted working area accessible only to authorized personnel. Nevertheless, surveillance 

blind spots, repetitive work patterns, and the possibility of collusion remain risk factors that 

are difficult to detect using rigid rule-based systems. 

In this context, advances in artificial intelligence (AI) offer new opportunities. 

Approaches based on computer vision, thermal sensing, and behavioral prediction can be 

leveraged to detect early indicators of suspicious behavior before a breach occurs. This study 

aims to explore the potential of integrating AI with gesture and thermal analysis to predict 

threat intentions in airport security, using a hypothetical simulation scenario focused on the 

apron zone of an international airport. 
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2. LITERATURE REVIEW 

Airport Security and Internal Threats 

Airport security systems generally refer to international standards such as Annex 17 of 

the International Civil Aviation Organization (ICAO), which governs protection against 

unlawful acts including sabotage and intrusion. At the national level, regulations are based on 

standards set by the Directorate General of Civil Aviation. However, the main focus remains 

on preventing external threats, such as passenger intrusion or the transport of prohibited items. 

One of the less frequently addressed challenges is the threat posed by internal actors—

authorized personnel who have legitimate access to restricted areas. A study by the TSA (2020) 

revealed that 9 out of 10 security breaches were committed by individuals with official access, 

highlighting a critical vulnerability in conventional security systems. 

Artificial Intelligence in Physical Security Systems 

Artificial Intelligence (AI) has been applied in various security systems, from facial 

recognition and object tracking to behavior analysis. Technologies such as Computer Vision 

allow surveillance cameras not only to record, but also to “understand” what they observe—

for instance, by identifying unusual gesture patterns or detecting individuals deviating from 

standard operational routes. 

Meanwhile, thermal imaging technology is used to monitor fluctuations in body 

temperature as indicators of stress or psychological pressure. Several studies suggest that 

emotional states such as nervousness or fear can generate distinctive thermal patterns in facial 

areas (Liu et al., 2022). 

Gesture and Micro-Emotion Detection 

Psychologist Paul Ekman (1992) identified micro-expressions as honest indicators of 

emotional intent. AI is now capable of learning these patterns using deep learning algorithms. 

A study by Hu et al. (2021) demonstrated that AI-based emotion detection systems have 

achieved over 80% accuracy in controlled environments. 

In the context of airport security, integrating AI with gesture data, facial expressions, 

and movement patterns of personnel can establish an early warning system for potential 

breaches. 
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3. METHOD 

Research Approach: Red and Blue Agent Simulation 

This study employs a scenario-based simulation methodology using a Red Team 

approach to evaluate the feasibility of a predictive security system within the airport apron area. 

The approach is grounded in simulation principles commonly used in both cyber and physical 

security, incorporating an adversarial mindset to identify system vulnerabilities. The Red Agent 

is conceptualized as an internal actor with full authorization attempting to breach security 

undetected, while the Blue Agent represents an adaptive AI system functioning as a non-human 

layer of defense. 

Threat Scenario Description 

The Red Agent is portrayed as an experienced ground-handling staff member working the 

night shift at an international airport. This individual possesses: 

• Legal access to the apron area (via airport-issued ID), 

• In-depth knowledge of shift rotations, surveillance blind spots, and the operational 

schedule of logistical vehicles, 

• Prior experience with conventional security systems (e.g., ID scanners and random 

searches). 

Red Agent’s Objective: To clandestinely insert a hazardous electronic device (such as a 

jammer, tracker, or small explosive) into an aircraft cargo hold or support vehicle without 

detection by the active security systems. 

Hypothetical Steps Undertaken: 

1. Timing Selection: The Red Agent chooses a night with low traffic and minimal 

personnel on duty. 

2. Legal Entry: Entry is made through an official checkpoint with valid credentials, 

without triggering administrative violations. 

3. Blind Spot Exploitation: Movement is directed toward a dark zone of the apron near a 

logistics warehouse where no cameras are actively monitoring. 

4. Sabotage Action: The device is covertly inserted into a catering vehicle or baggage 

compartment. 

5. Calm Exfiltration: The agent exits the area as usual, without setting off any system 

alarms. 
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AI System Response (Blue Agent) – Predictive Detection Design 

The AI system is designed not only to identify explicit violations but also to detect early 

indicators of malicious intent through micro-signals such as gestures, body temperature, and 

movement direction. The following are the key components: 

Tabel 1 

Component Function Technology 

Vision AI 
Detects gaze direction and suspicious gestures 

(e.g., frequent glances, hands reaching pockets) 

Convolutional Neural 

Networks (CNN) + PoseNet 

Thermal AI 
Monitors facial, orbital, and palm temperatures as 

indicators of stress 

Infrared thermography + 

micro delta detection 

Geo-Fence 

Behavioral AI 

Identifies unusual movement patterns (e.g., 

diversion toward catering trucks) 

LSTM + GPS/RFID path 

prediction 

This system does not make final security decisions but sends early warnings to the 

airport command center, which can initiate manual intervention. 

Detection and Response Flow 

1. Initial Detection 

o a) Thermal AI registers a 1.5°C increase in orbital temperature, suggesting 

elevated stress levels. 

o b) Vision AI detects more than 12 head turns within 30 seconds — considered 

behavioral anomaly. 

o c) Geo-Fence AI identifies deviation from the employee’s normal operational 

path. 

2. Threat Scoring: Each data point contributes to a cumulative threat score. Once the 

score exceeds the threshold (e.g., 0.7 on a 1.0 scale), the system issues an alert to the 

apron command post. 

3. Manual Intervention: Security personnel are prompted to stop and inspect the Red 

Agent for further verification, even before a clear violation has occurred. This follows 

the principle of pre-breach containment. 

Rationale for Simulation Focus 

The apron area was selected as the simulation setting for the following reasons: 

• It serves as the logistical and technical core of airport operations. 

• Its routine activity patterns make it challenging to detect malicious intent. 

• It is often overlooked in AI-based security designs, which tend to focus more on 

terminal and passenger areas. 
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4. RESULT AND DISCUSSION 

Evaluation of Predictive Detection System Effectiveness 

The evaluation of the predictive detection system focuses on analyzing the capability 

of each AI component in identifying patterns of “suspicious intent” before an actual violation 

occurs. This evaluation is conducted within a realistic context, taking into account technical, 

psychological, and environmental factors in the airport workspace. 

Thermal AI: Physiological Detection as Emotional Indicator 

One of the earliest indicators of a shift in human intention stems from the autonomic 

nervous system, which induces a rise in body temperature, particularly in: 

• Orbital areas (around the eyes): closely associated with mental fatigue and stress. 

• Palms and facial regions: reflect spikes in adrenaline, even when an individual appears 

outwardly calm. 

In the airport context, infrared thermographic systems are positioned to scan individuals’ 

facial temperatures at strategic points such as apron entry gates, logistics rooms, and fuel 

supply routes. 

Testing Results (Supporting Literature): 

• A study by Liu et al. (2021) found that an increase of more than 1.2°C in orbital 

temperature consistently appears in individuals experiencing psychological stress while 

attempting to conceal information. 

• When integrated with AI (e.g., Deep ThermoNet), thermal systems can achieve 

predictive accuracy rates up to 87% in classifying micro-emotional states. 

Critical Notes: 

However, thermal systems are susceptible to false alarms, as elevated body temperature 

may be caused by factors unrelated to malicious intent, such as: 

• Work fatigue due to night shifts, 

• Extreme tropical weather conditions on the apron, 

• Medical conditions (e.g., fever, hypertension). 

Therefore, it is essential to combine thermal data with other parameters to avoid making 

single-point decisions based solely on thermal anomalies. 

Vision AI: Micro-Gesture and Gaze Direction Analysis 

Human intentions are often reflected through body language before any action is taken. 

Modern AI systems based on pose estimation and micro-expression recognition are capable 

of detecting the following: 
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• Increased frequency of looking around: a significant rise in this behavior may indicate 

“environmental surveillance” rather than routine work activity. 

• Repeated hand movements toward pockets, unstable walking patterns, and sudden 

changes in walking speed: often serve as indicators of deviant intentions. 

Performance Evaluation: 

• Vision AI based on CNN (Convolutional Neural Networks) and PoseNet can interpret 

real-time gesture patterns such as head, shoulder, and arm movements. 

• In simulation tests, the system successfully identified 78% of “anomalous behavior 

scenarios” before the action was carried out. 

Critical Notes: Suspicious gestures may arise from non-malicious situations, such as: 

• Nervousness in newly assigned personnel working night shifts, 

• Complex logistical tasks requiring heightened observation. 

Therefore, an individual baseline is essential, allowing the system to learn each 

employee’s normal behavior rather than relying solely on generalized models. 

Geo-Fence Behavioral AI: Detection of Irregular Movement Patterns 

This system is designed to track the daily routines and work routes of each individual 

using GPS data, RFID tags, and task rotation logs. If a person deviates from their usual path—

such as veering away from a trolley lane and approaching a catering truck without 

assignment—the AI flags it as an anomaly. 

Performance Evaluation: 

• Daily work routes can be classified and learned within seven working days. 

• The Long Short-Term Memory (LSTM) model can accurately predict normal 

movement patterns and identify anomalies with up to 91% accuracy. 

Key Strengths of the System: 

• Independent of facial expression or body temperature, 

• Based on personal history and contextual behavior, enhancing its adaptability and 

specificity. 

Limitations: 

• Sudden task changes (e.g., shift substitutions) may be mistakenly flagged as anomalies, 

despite the absence of actual violations. 

System Evaluation Conclusion (Section 4.1): 

This AI-based system serves as a multidimensional predictive tool that can: 

• Detect intentions implicitly, without requiring individuals to confess or commit explicit 

violations, 
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• Provide advance reaction time for security personnel before an actual breach occurs. 

However, such systems must be implemented under the principle of human augmentation, 

not substitution. AI detects—humans decide. 

Simulated Scenario Analysis: Red Agent as an Internal Threat 

Brief Scenario Timeline 

Tabel 2 

Phase Description AI Detection 

1. Red Agent Preparation 
Enters staff parking area at night and 

walks toward the technical terminal. 

Thermal AI detects an orbital temperature 

1.5°C above the individual's baseline. 

2. Movement to Apron 
Takes an unusual route through the 

logistics zone. 

Geo-AI registers a deviation from his 

routine work path. 

3. Anxious Behavior 
Frequently looks around, hands in 

pockets, unstable steps. 

Vision AI flags three anomalies: 

inconsistent gaze direction, unusual hand 

gestures, frequent stops. 

4. Sabotage Attempt 
Hides a device inside a catering 

truck. 

The system sends a red flag (early 

warning) to the apron command post. 

5. Intervention 
Security personnel conduct a 

procedural inspection. 

Intervention occurs before the violation is 

manually detected. 

Strategic Value of the Simulation 

This scenario demonstrates that: 

1. Internal threats are far more complex than external ones because they originate from 

legitimate access. 

2. Malicious intent does not always follow explicit patterns but leaves micro-indicators in 

behavior and body temperature. 

3. Early prevention is significantly more cost-effective and safer than reactive measures 

taken after a security breach has occurred. 

Relevance to International Airports 

This type of airport is characterized by: 

• Overlapping apron access among technicians, logistics personnel, and cleaning staff. 

• Apron areas large enough to create visual blind spots. 

• Limited camera effectiveness during night operations due to humid tropical conditions 

and glare. 

Therefore, the implementation of predictive systems like this is most appropriate in 

locations with high activity levels and limited visual control. 
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5. CONCLUSION 

This study demonstrates that modern airport security cannot rely solely on physical 

infrastructure and administrative protocols, especially when addressing internal threats that 

often go unnoticed under formal compliance. The key findings are as follows: 

1. Internal threats pose one of the most concealed yet significant risks to airport security. 

Individuals with authorized access can introduce hazards that escape conventional 

detection systems. 

2. Predictive AI systems can identify behavioral anomalies before a violation occurs. By 

analyzing body temperature, micro-expressions, and movement patterns, these systems 

can generate early warnings for potential threats. 

3. The Red Agent simulation proves that such systems are effective in detecting potential 

threats prior to any physical sabotage, intercepting intent before it manifests into action. 

4. AI in this context acts as an extension of human observation, not a complete substitute. 

This technology enhances the ability of human security personnel to monitor 

consistently and objectively. 

5. There are ethical risks involved in deploying AI, particularly concerning privacy, 

algorithmic bias, and fairness toward workers. Therefore, the system must be developed 

with transparency and accountability at its core. 

 

RECOMMENDATIONS 

In light of the findings, the following strategic recommendations are proposed: 

A. Modular and Phased Implementation in the Apron Zone 

AI detection systems should be deployed gradually and modularly, beginning 

with high-risk areas such as technician routes and logistics warehouses. A limited trial 

period will allow for contextual refinement of the system. 

B. Integration into SOPs and Investigation Protocols 

The AI system should be incorporated into the airport's Standard Operating 

Procedures (SOPs). Every early warning issued by the system must be addressed 

proportionally and reviewed by human decision-makers. 

C. Ethical Oversight and Periodic Audits 

System monitoring must be conducted independently and continuously, 

including deletion of irrelevant data, routine checks for algorithmic bias, and public 

involvement in evaluation processes. 
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D. Further Research and Collaborative Development 

Additional research should be conducted involving airport stakeholders to 

enhance system accuracy in relation to local work culture and to design frameworks 

that safeguard personal data. 

E. Support Through Specific Regulations 

There is a need for dedicated national regulations governing the use of AI in 

airport security. These regulations should address legal accountability, interoperability 

standards, and worker protection. 
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